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What's new? 3 hew modules'

* 3 new FPGA modules, one with an embedded ARM processor
 Motherboard with ZIF (zero insertion force) connectors

e Serial connection of up to 6 modules via JTAG

* Box with 6 motherboards interconnected and chained

* 30 modules of each new FPGA family for PUF evaluation available
 SMA connectors in all modules for side channel analysis added

e New motherboard

— /ZIF connectors
— JTAG chain I/O
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IIl. Microsemi SmartFusion2 with ARM Cortex-M3

Compatible with old modules:

Xillinx Spartan 3

Xilinx Virtex V

Altera Cyclone Il (3 versions)
Altera Aria ll

Microsemi Fusion (2 versions)
ASIC controlled with Fusion FPGA
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Inherited from Evariste 111

* Both scripting and fast acquisition data programs
* Open source system
 Remotely available

via Internet -
* Fast USB interface C.
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TRNG Benchmarking
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Presentation of the research group SES TRNG tes? 16 bits ] ]
FPGA Configuration
In the framework of its research, the g p SES (Secured Emb dded Sy stem) ¢ memor
implements True Random Number Gen rs (TRNGs ) dedicated f yp g y
of basic cryptographic primitives. Th of random r mb g
systems. R ndom number of d k yg t n processes, aut? .
padding, in ma ydgtl g t d ncryptio hm andeveninsor
applt tydpdt g eat e tt thqltyfth 12V
xploited. B d uality and unpredictability ements, the ratO' -
Linear VCC1
Power VCC2 1Y
Supplies VCC3 |2:2
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_ G| S~ men) o7 System dedicated to
System dedicated to ' P Physical Unclonable Functions
True Random Number Generators SEE N T st B
ontroller % ontro odule
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I
EJS;/B (5 V) [ Motherboard
Extended i ____________________ i
secury || P o Ditzer (11 A0 IS | TSR
approach i i ‘ signal output
| Digital |
| noise | Embedded Alarm 1
| source I tests
Monitoring of the Alarm2 SCAS
source of randomness System dedicated to
Side Channel Analyses
e Evaluation of up to 6 modules in parallel
with 6 motherboards placed in a box
inear voltage X1 >/<§ ° 0 . . - .
First historical application, fair TRNG e : e (+) FPGA JTAG .cham.for reconfiguration in situ
: . R R1 VCCINT * Zero insertion force connectors
comparison thanis to: T ® T to facilitate exchange of modules
* Unified hardware platform for different || E
FPGA and ASIC technologies SR 5"
* Linear power supply L L L
* High quality low pass filters
* Access to power supply lines in different places of the design
 SMA connectors for easier access and performance
* Embedded ARM processor in new modules to study software primitives
1. FISCHERV., HADDAD P., BERNARD F,, (2013) : http://labh-curien.univ-st-etienne.fr/wiki-evariste/

« An open-source multi-FPGA modular system for fair benchmarking of true random number generators »,
23rd international conference on field programmable logic and applications (FPL2013), pp. PS3_8, Porto, Portugal

Sources of funding: European Union's Horizon 2020 research and innovation program: HECTOR - Hardware Enabled Crypto and Randomness - grant agreement No 644052.
ANR 2013 call: SALWARE - Salutary hardware design to fight against integrated circuit counterfeiting and theft - ANR-13-JS03-0003.
NATO SfP (Science for Peace) 2013: SFPP 984520 "Secure implementation of post-quantum cryptography".
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